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WHO IS BBB

Calgary Office opened in 1965

- Founded by business
owners in 1912

e Started with ~
advertising reviews ~

e 112 BBBs across -
North America BBB

e 250 million Instances
of service
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Better Business Bureau®

Start with Trust

WHO IS
BBB

Our BBB has over 3,500 accredited businesses

S
BEB.

¥
;;:g%f}« Stand

v’ Mission

v_ Vision

v Self-regulatory
agency for
business by
business

v Resource for
consumers &
business

v Unbiased
third party

v’ Mediation,
arbitration

v Community
Engagement

v Education
Series
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| As of January 31, 2022

Reports of fraud:

9,969

(106,306 in 2021)

Victims of fraud:

3,634

(67,533 in 2021)

Lost to fraud:

$34 M

($380 M in 2021)

The impact of fraud so far this year

| “B '“ 29 I* I overnment Gouvernement
-4l of Canada du Canada
=

n Canadian Anti-Fraud Centre
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' ' A P ;I;he impact of COVID-19 fraud

March 6, 2020 and December
31, 2021

Canadian reports of COVID-19 fraud:

30,186

Canadian victims of COVID-19 fraud:

27,807

Lost to COVID-19 fraud:




2021 SNAPSHOT
CANADA

SCAM

SUSCEPTIBILITY 4 5 .1 %
W zen

Monetary dollar loss fellin 2020,
but rose againin 2021:

‘ . 2019 . 2020 . 2021

. $315CAD | $205CAD | $250 CAD

MEDIAN $

LOSS $2 50
A ..

the riskiest scams reported by

B Cryptocurrency scams became
Canadians in 2021.

ONLINE SCAMS Nearly
CONTINUETO

one third .
— (32.5%) of all scams AI mDSt 3 u n I ine
reported by Canadians out of every 4 scams
. in2021were online (73.09%) of those were more likely to
R targeted by online result in a reported
purchase scams monetary loss than
reported losin those perpetrated
52 .7‘%! 56 -o{yo m: ney. ’ in perﬁi Ei.ria

of Canadians of Canadians
reported reported spending
shopping online more time

more this year browsing online
as the pandemic or social media.

continues.




How are we being
targeted

Reports of Scams that Started on Social Media

Quarterly reports increased thirteenfold and reported losses increased eightfold from Q2 2016 to Q2 2020.

Dollars Lost
B Number Reporting a Loss

3.7K

1.9K
L L
2016 Q2 2016 Q3 2016 Q4 2017 Q1 2017 Q2 2017Q3 2017Q4 2018Q1 2018Q2 2018 Q3 2018 Q< 20191

Figures based on fraud reports directly to the FTC indicaling a monelary loss where the method of contact was specifically identified as social network, and
reports where the method of contact was not specified, specified as intermet, or consumer initiaied contact, f the comments field aiso included mention of
Facabook, Instagram, Linkedin, Pinterest, Reddit, Snapchat, TikTok, Tumbir, Twitter, or YcuTube. The analysis excludes reports categorized as complaints

about social networking services, inteme! information services, mobile text messages, and unsolicited email
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Discussion
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Love

e Love is a part of human existence
e We all want to continue trying

e Happy Ever After

e Find love in traditional places
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find love?
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e False sense of security
e Professionals
e Hope and needs

:

Better Business Blireaus, used under License



N

R
BBB.

* Trademark(s) of the International Association of Better Business Bureaus, used under License l‘

How could they
get me?

e Create false websites

e Altering information on the web
e Using the information that you
provide them

e« Con-Artists

« Sophisticated scams (sometimes
involving people internationally)
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They are protessionals at
seducing people with things that
are just believable enough, yet
also too good to be true
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make excessive claims
Perfect
s move very quickly

ask a lot of questions
ant to isolate you
ght avoid me
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Risks of missing the
read flags

e Monetary losses
e Debt

e Emotional scars
e Death
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Canada's costli




Discussion
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Recu rri ng . Quick. call to actipn _:_
« Emotional diversion BBB

traits i n  Designed to keep you off
balance
sSCams

Anyone can be a victim of an online scam, but
seniors are especially vulnerable.

Fraud is the number 1 crime against seniors
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- Tech support scams ) {S l
- Smishing (text-message) !:.
- Shortened website ‘/' ; X :-;:n
(clickbait) 5 FW .
: 8 y AT s
- Tax scams L | e
- Ransomware L - u,;‘. |
- Sweepstakes scams ! 7 . ~
L)
- Romance scams : a : L“;:o - |
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How to avclid -
falling prey
tO asCam Safeguard your computer equipment:

Starts with you « Keep r uterlocked when you are

ds consistently

ce passwords follow this rules:

* Does not contain users name or part of it,
must contain 3 of the following
Lowercase, numbers, speeial characters™ ™
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Look before you click!

 Hover over the link with
mouse and examine the site

 Be Aware of suspicious activity in your
environment

« Go directly to websites

Do not use a phone number provided by email for
a hew, unknown sender

Be careful what you download. Never open an

attachment from someone you don't know

nd be wary of email attachments forwarded to

ou.
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How to avoid
falling prey to
a scam

Be proactive

 Keep your system up-to-
date perform software
updates

 Have a trustworthy
antivirus protection

 Have backups




How to _
*Recognize scam attempts and end all
protect communication

«Search online for the contact information (name,
you rse": email, phone number, addresses) and the
proposed offer (BBB Scam Tracker)

*Resist the pressure to act quickly

Call the police iImmediately if you feel there is a
danger to yourself or a loved one.

*Never give or send any personally identifiable
Information, money, jewelry, gift cards, checks, or
wire information to unverified people or ~
businesses. ~

-
BBB.
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Have you been a

victim of scam ?
If it happen:s....

* Notify Credit Agencies

 Contact your bank or credit
card provider

« Update your software

* Report the incident to the
authorities

« Stay proactive until you are
certain fraud related problems
have subsided
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Education & Training «

ATIB Financial

* Financial Institutions

* Regulatory Body (if applicable)

fffffffffffffffffffffff

* Office of the Information and Privacy
Commissioner of Alberta

Wh ere to go fo r * Canadian Centre for Cyber Security
help ?

Canada



The proactive
approach to a
mistake 1s to
acknowledge 1t
instantly, correct
and learn from it.

3MM @%M%




Questions? Comments




Follow up
with us

Better Business Burea u® Join/Apply | Business Login | Events | Calgary, AB,CAN & ~

Better Business Bureau®

Calgary, AB

BBB's Vision: An ethical marketplace where buyers and sellers
trust each other.
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Sergio Neaves, Accredited Business Coach
BBB Serving Southern Alberta & East Kootenay
p: (403) 5318798

e: sergio@calgary.bbb.orq

https://www.bbb.org/ca/ab/calgary


tel:403)%205318798
mailto:shane@calgary.bbb.org

